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HOW TO RESPOND



MANDATE

OBJECTIVES
Communicating 

EU policies 
effectively

Strengthening
media

environment

Forecasting &

responding to

disinformation

EAST STRATCOM TASK FORCE



Go to EUvsDisinfo



UNDERSTAND



Disrupt public 
debate

Project 
worldview

Exploit 
vulnerabilities

Undermine the 
Western order



"Word, camera, photo, internet: another type 
of weapon, another type of armed forces" 

Sergey Shoygu, Russian Minister of Defence

The information confrontation is part of Russian military doctrine and 

accepted by the top hierarchy of the leading Russian state-owned media



RESOURCES

Russia spends 1.3 billion EUR 

annually on official outlets

325 million EUR annually are given 

to Rossiya segodnya and RT

RT operates in 100 countries

Sputnik is available in more than 30 

languages



The Elites vs. the People 
("Elites manipulate elections")

Lost sovereignty 
("EU is occupied by the US")

Threatened values 
("Gays and lesbians issue dictates")

Imminent collapse 
("EU MS on the verge of civil war")

NARRATIVES

HAHAGANDA HAHAGANDAHAHAGANDAHAHAGANDA HAHAGANDA



MESSAGES



IDENTIFY



Hints



Emotions Grammar URL

Other articles Authors Activity

HINTS



CHECK

 European Commission: Euromyths

 European Parliament Think Tank: Disinformation 

 Bellingcat

 DFR Lab 

 IFCN

 The Insider

 Stopfake

 Polygraph 

 EUvsDisinfo



RESPOND



You work for a local office of an international 

organization in a country of "strategic interest" to 

Russia. Your organization deals with healthcare 

issues. Recently your organization has been 

outspoken about the importance of vaccinations 

despite the growing resistance among local 

people. 

SCENARIO



Your local colleagues inform you that your 
organization has been mentioned in an article 

on a local  fringe website

Monday. 9:30



You check the website. There isn't a story, but 
an announcement that they have obtained 

leaked emails proving  that your organization is 
involved in spreading deadly diseases under the 

cover of promoting vaccination programmes 
funded by Western governments. They promise 

to publish a story soon.

10:00



On Twitter increasing number of users start 
linking your organization's name to 

#VaccinesKill hashtag. On Facebook you notice 
more comments and direct messages.

11:00



The story is published.  It contains a letter with 
your organization's logo, allegedly, leaked from 
the Ministry of Health requesting of exemption 

of customs fees for transporting laboratory 
supplies. Based on this letter, the journalist 

concludes that your organization is involved in 
trafficking of human blood and pathogens, 

possibly for a secret Western military 
programme and is testing it on local people via 

vaccination. 

14:00



Story is published on the social media accounts 
of the fringe website and the Facebook post 

and the Tweets start getting shares. Your 
colleagues notice that this story appears also 
via their Facebook friends on their newsfeeds. 

15:00



“International organization is involved in 
biological experiments for military purposes 

near the Russian border” runs as the main story 
on all main Russian TV channels. 

21:00



9:30

•Your local colleagues inform you that your organization has been mentioned in an article on a 

local  fringe website.

10:00

•You check the website. There isn't a story, but an announcement that they have obtained leaked 

emails proving  that your organization is involved in spreading deadly diseases under the cover of 

promoting vaccination programmes funded by Western governments. They promise to publish a 

story soon.

11:00

•On Twitter increasing number of users start linking your organization's name to #VaccinesKill

hashtag. On Facebook you notice more comments and direct messages.

14:00

•The story is published.  It contains a letter with your organization's logo, allegedly, leaked from 

the Ministry of Health requesting of exemption of customs fees for transporting laboratory 

supplies. Based on this letter, the journalist concludes that your organization is involved in 

trafficking of human blood and pathogens, possibly for a secret Western military programme.

15:00

•Story is published on the social media accounts of the fringe website and the Facebook post and 

the Tweets start getting shares. Your colleagues notice that this story appears also via their 

Facebook friends on their newsfeeds.

21:00

•“International organization is involved in biological experiments for military purposes near the

Russian border” runs as the main story on all main Russian TV channels. 



What will you do?

If/how/when to 
respond?

5 min



Sputnik and RT publish a story about experts 
suspecting your organization of biological 
experiments. The story is published in local 
language, English and Russian. The story is 

shared also on Sputnik's social media accounts.

Tuesday. 10:00



International health & lifestyle orientated news 
website publishes a list of trending social media 

tendencies and hashtags worldwide and lists 
#VaccinesKill among them.

13:00



Russia’s Defence ministry gives a press 
conference. It accuses Western governments of 

conducting a secret programme for creating 
biological weapons and mentions your 

organization as an example

15:00



The news go through to international media: 
leading media outlets publish headlines: RU 

Defence Ministry accuses the Western 
government of creating a biological weapon

16:00



The international coverage gets reflected in all 
major news outlets in the host country.

19:00



The website of your organization comes down.

Your Twitter account gets blocked by Twitter for 
reports of abusive behaviour.  

People start gathering in front of your 
organization's premises with anti-Western 

posters and slogans. 

Wednesday. 10:00



10:00

•Sputnik and RT publish a story about experts suspecting your organization of biological experiments. The 

story is published in local language, English and Russian. The story is shared also on Sputnik's social media 

accounts.

13:00

•International health orientated news website publishes a list of trending social media tendencies and hashtags 

worldwide and lists #VaccinesKill among them.

15:00

•Russia’s Defence ministry gives a press conference. It accuses Western governments of conducting a secret 

programme for creating biological weapons and mentions your organization as an example.

16:00

•The news go through to international media: leading media outlets publish headlines: RU Defence Ministry 

accuses the Western government of creating a biological weapon.

19:00

•The international coverage gets reflected in all major news outlets in the host country.

WED

10:00

•The website of your organization comes down.

•Your Twitter account gets blocked by Twitter for reports of abusive behavior.  

•People start gathering in front of your organization's premises with anti-Western posters and slogans. 



What will you do?

If/how/when to 
respond?

5 min



1. Communicate 

strategically
Do you have a comms strategy?

3. Identify and assess
What is the disinformation?

2. Prepare
What are your vulnerabilities?

4. Respond with facts
Should you ignore or respond?

Recommendations



Questions?



CONTACT

@EUvsDisinfo

EUvsDisinformation

www.euvsdisinfo.eu

stratcom-east@eeas.europa.eu


